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1. Introduction to Information Security

Information Security Ud 3] practice o forad digital information
(data) &I unauthorized access, use, disclosure, modification, ya
destruction ¥ ST STl 8| S HINT H &g dl, I8 T il & forad
AR important data, systems 3R networks @1 hackers, viruses aur 3=

TRl o YRFE T STl g

o AT h digital I T data & g9 d3J asset 8 — §& details, personal
information, company records — g BSCEa protect h-l dgd Wl = %
SYIfCTT Information Secu rity CARSERE) q@?ﬁ%l

¢ Information Security % com puter viruses ¥ S99 a% Hid :I_GDI% CIG:
=H physical security, network security, aur policies/procedures Y 2

g gl

1.1 Need of Security

Need of Security &1 AAdd § I8 THSHI f& 3MRAR information security
S STt ol § — foeT security &, Scl aur systems D Hs RE D
TR JHIH &1 AT HAT IS Ihdl 5
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e Data Protection — Sensitive data (aﬁ passwords, bank details,

personal records) @1 unauthorized AN ¥ §9M & g security
ERayi

e Cyber Attacks | ¥4 — Hacking, malware, phishing L cyber
attacks & systems aur networks ﬁﬂ?ﬁ&iﬁ TG & forg security =
&l

¢ Business Reputation d-T¢ ¥MAT — Data breach | company Dl
reputation aur customer @I trust WR[d E?f b dl % security Sﬁ CEIR]]

gl

¢ Legal Compliance — GoE) CAbG! (é@ data protection laws)
organizations P 30 users 1 data ﬁ?f\&‘l?[ TG & forg 918 HRd B

e Financial Losses ¥ §9Td — Data breach ¥ dgd d81 monetary
IH UM 81 Ul g, S 3T security practices A T g

1.2 Types of Security

Information Security &I 3UD focus area & SHUR W Hs types T divide
T ST B, SRfoh SITIT- 31T ORE & assets B STHT-S(ET AXID! I
YRI&T TG ISl B

o ®ig H TH security measure 3frel TR GR&M 81 & Hebdl — Suifed

organizations B 30 network, applications, devices, aur physical
infrastructure — T4} T -3 RIh! I JRIEGT BT TS 5

o g S-S types HRR Th Y, ThH-GIR b complement & FU H
S Bl €, i B SHTfad entry point (STE1 ¥ attacker 9 b dl )
WRI&ra |
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Network Security Network I TS 3 dd data aur
traffic @1 unauthorized access I
JRI&T T (G firewalls, 1DS/IPS

1 IUNT)

Application Security Software applications ﬁﬁﬁﬁi
vulnerabilities &1 3l B I
attacks I GRI&T ST

Endpoint Security Individual devices (laptops,

mobiles, servers) PI malware aur
unauthorized access ¥ ﬁTfa‘lﬁ REER]

Cloud Security Cloud TR store %q U data aur
applications Gl ﬂ?f\&lﬁ RECEIl

Operational Security Data ®! handle @3 aur store
A T{Eﬁ processes aur
decisions &I RI&TT ST

Physical Security Hardware, servers aur equipment
@I physical THI @I TRY, 3TT)
RECEIEH

Example: fd bank & % network security HIB! 761 8 — 3R GAE]
IR server room T physically §8®X hard disk I o (physical security

I HH, A network security T ®1g WG] Tol BRI UMY T+ types
Y § A B usd
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1.3 Security Principles

Security Principles d fundamental @ﬁ!ﬂﬁ) guidelines g, forg follow
PP ﬁ'sc Rl system YT organization U HSIdd security foundation &I
qhh g

e g principles foat specific tool T technology | @@ T8l gid, dfcsh I8 T
GICE RGN (design philosophy) g I RME D security decisions |
AL B &

e Security architects aur developers g principles CAl system design DA
TG Y311 ¥ B & T 3@ &, difs 918 H security &I 3T ¥ "patch” T
B TS|

m

Principle of Least Privilege BX user I process &I Rih It &l
access 4l ST fSTaHt 39 301 H1H
B & Y SR €, 1 W 7 el

Defense in Depth Security CAC) layers O firewall
+ antivirus + encryption) Uch I

AT B, Al Th layer fail
81 IR 911 layers TRET G

Separation of Duties Bt critical BTH &I o CECE: ﬁﬂl
TS q TTET ATl B 9w g, difh
dv\l'{f dh Hfdd b misuse 7 B

qh
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Fail-Safe Defaults Default ©0 T 9§ P& deny (HD)

&1 A1RT, aur R specifically
allowed TGl &1 81 access e

Bl

Economy of Mechanism Security design CARS LRI EED
simple XG[ I8y, difdr 39
HIAT, test Il aur secure QG-I
ST BT

Example: fb 2t bank locker @1 Wid & AT &l 3@ employees G|
It IfeT gict & (Separation of Duties), aur T normal employee G|
R 3= department & records faEd €, u3 bank & &l (Least
Privilege) — T8 QI principles T & S{¥alt giHaT & AN 81 81

1.4 CIA Triad (Confidentiality, Integrity, aur
Authentication)

CIA Triad Information Security & o g Hd (core) objectives G|
fAeieR §1d1 8 — Confidentiality, Integrity, aur Authentication| T8
foait ot security system Gl design P YHT foundation &1 TRE HTH

HA B

about:blank 9/34



9/20/26, 11:51 PM

about:blank

Unit 1: Basics of Information Security

Confidentiality
(rirarfrage)

Integrity Authentication
GRIELED) (FHTUTTROT)

o 1.1 — CIA Triad & I components AR information &1 8% RE
T RI&E S 5

Confidentiality UILRIEG)

T8 ensure B § [ data R authorized TNT €Y access HX UM, 1T fabait
B I T B permission T8I Y encryption, access control, aur
passwords & through achieve RIS

Integrity GRIBLED)

T8 ensure HI © [d data transmission T storage & GRM fo W%
dqdl (modify) H SITE | Hashing algorithms (\_?1@ SHA) BT ITIRT BB g
check faT SITaT 8 & data ﬁﬁ%@g?ﬁﬁ@il

Authentication (L'ITITUﬂWU'D

Tg verify 1 § [ BIs AfGT T system dTHs dal & SNl 98 B BT AT B
el Username-password, biometric, 9T OTP S a1 ¥ authentication
o ST 5
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Real-life Example: STd 34 3T bank & mobile app | login HA g, al

3{TUPT password (Confidentiality & form) encrypt gl g, OTP

verification (Authentication G ﬁﬂ;f) Eﬂ?ﬂ% aur 31! transaction
history ICEIEEEISED (Integrity & WTY) store BIdil gl
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2. Security Terminologies

Information Security P 3w § THIH o forg P S core terminologies
(RSETAEN) BT ST =31 @ — Threat, Vulnerability, Risk, Active
Attacks, aur Passive Attacks| T8 terms 3R 309 & \‘{Eﬁ@?‘ﬂ 2

ST 3¢ Ueh 1Y YU 9gaR aidl ¢

Threat, Vulnerability, aur Risk &T Relationship

Threat + _ Risk
(Fvifad @aw) (TP B GHTE)

3R BTS Threat exist BT & aur system T ST related Vulnerability 4 8, @ Risk aa1 8

fe1 2.1 — Threat aur Vulnerability fI@@R Risk I €1 3FR
Vulnerability 9 81, @l Threat 811 & JTdg[a 38 JHU (Risk) HH 81 STl

gl

2.1 Threat

Threat &g H T4 THIfdd (potential) ¥, fad, IT Tl g o it
system, network, IT data ®! JH9M Ugdl T&bdl gl TE 37+ g3 Tl &,

AP 17 B GHIGT B

12/34



9/20/26, 11:51 PM

about:blank

Unit 1: Basics of Information Security

Natural Threats

Human Intentional Threats

Human Unintentional Threats

Environmental Threats

(a) Natural Threats

?Téa threats %Gﬁﬂ?ﬁﬁ (nature) ﬁaag@raaéﬁ% auréﬂﬁ% control #

Uiplde UG, S¥ Yeby, §1g, il
data centers/hardware aﬁwﬁ
g Hl §

Hackers 9T malicious insiders gIRI

YD fh T T attacks

Employees CiRINIGRIR RIS
JHH, S T 9 sensitive file
delete -l

Power failure, hardware
overheating ot
technical/environmental HTIF:ITﬁ

Tt gd — o HohU, ¢, 31T, T W | T threats physical infrastructure

(servers, buildings, cables) Caks| Bl RCRIE! qul b d % E@ﬁq organizations
3[R 30 data centers @I geographically 3{cfiT-3HclIT locations UX RGNS

difch Teb SIVTE 3MTUcl 3 IR Ui data TRI& I3 |

(b) Human Intentional Threats

T8 J threats 8 oIl ®Is fad SIHERIHR, §X XIS (malicious intent) T HT &
W hackers, disgruntled (ARRTS) employees, 9l organized cyber-criminal
g ploy g y

groups!| dg ISH common aur TAATD category % Fifh attacker Ad-

IR, targeted TP Y THIH UG P BRI HRT €, aur TU-TY TRl

't ged BT gl

(c) Human Unintentional Threats
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g threats Wﬁ\?ﬂ:@%ﬁ Pl TIBF T T@pf e W@ (carelessness)
T T (mistake) J T E — S Plg employee a9 important email
Tt 7T SAfad &1 U <, AT 7TEd & database @1 table delete R G
Awareness training ﬁ%’ﬂﬂ?‘&'% threats ﬁﬁﬂﬁﬁa d® HH fHa1 o1 Ihdl

gl

(d) Environmental Threats

g technical/environmental HRON I aET aef aTd threats % — éﬁ power
supply &1 D Td S, hardware &1 S1GT TH (overheat) & ST, AT
cooling system T fail B ST 399 &9 & forg organizations backup power

(UPS, generators) aur proper cooling systems H invest BT B

Example: ﬁ'sc hacker fobgit company & network @I hack B I
HIRR P, g T threat § — dTe I8 A &1 AT 8|

2.2 Vulnerability

Vulnerability foait system, software, dT process o l-?luld CREZSIN

(weakness) ©, OTRI®hT BRIGT IBTHR B3 threat A JHHH Ugdl Tl

gl

Software Vulnerability Software ﬁﬁ\_ﬂj bugs dT coding
errors, S outdated software H

patch T8

Hardware Vulnerability Physical devices | design flaws, Ell
attacker gRT exploit &1 S FHA &
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Network Vulnerability Network configuration o wigl,
S weak encryption 4l open ports

Human/Procedural Vulnerability Weak passwords, security
awareness &1 $Iﬁ, RIRIN[S] Hﬁv_CITﬁ

(processes)

(a) Software Vulnerability

g fbal software (operating system Ul application) & code ™ ﬁT{[&' bugs,
coding errors, Tl design flaws Eﬁf‘T %'I O 3R ?ﬁ'sc software JRIT (outdated)
g aur 39& 1 (known) bugs G| patch o1 {1 T, 1 attacker 37 bugs Gl
exploit FIB unauthorized access DTW%I Sﬁﬁﬂf software ﬁeﬁw

updated T Tgd A= Bl 5

(b) Hardware Vulnerability
g physical devices (@ﬁ routers, processors) & design ﬁﬁﬁlﬁ AT
gt 81 H-FH hardware manufacturing & TG gl Dl design flaw Xg

ST 8, f59 §1¢ H attackers discover ®R% IUHT BRG] 33T IHd & — 30
1% BT software vulnerabilities ¥ TGl W@Tﬂ% Fifdb 3P forg
hardware 8 SGaT US Ihdl g

(c) Network Vulnerability

g network i configuration o ﬁq?{ HITAT Bl § — ST weak/outdated
encryption algorithms BT S, TRERd o 1G] open ports XG-l, Il
firewall rules 31 ¥ set 7 HRATI 39 A8 B! vulnerabilities I attacker
network traffic @1 intercept X Ydhdl € IT unauthorized A& I network H

I IHd1 |

(d) Human/Procedural Vulnerability

g ANl & TAgR aT organization Co| processes | ﬁ\_)fc‘{ HHNRAT Bt & —
o employees ®T weak passwords ST BRI, secu rity awareness 1
FHH, I1ITdd b F ferdl 712 secu rity policies| ﬂﬁ? g technology q el
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dicep ‘E"g‘{‘”"l\l‘ q \gsﬁl Eﬂ’cﬁ% E'Hf?ﬂf 3%’ 3lb P B 1%1@ training aur awareness
programs aﬁawus—cﬂ%l

Example: &mﬁé software update qmwa aur Wﬁaﬁé known
bug Y, A I8 bug T vulnerability 8, ST IHT BRICT attacker 3T Tl

gl

2.3 Risk

Risk 98 THIGHT (probability) 8 & @18 threat f&dT vulnerability &
WIGT 33X actual THHH Tl S YT H, Risk TH IRE 4
Threat aur Vulnerability & A Y UST I 8 — PR aHl A ¥ U off 71
1, A 3 d | Dig Tl Tal |

e Risk @ R dH factors A B HHSAT STl % — Threat &1 YYTGAT
m:ﬁaﬁ/ﬁv_d:ﬁ 3T attack EP[W%) Vulnerability CARIRN G|
([@HIRY fha! 981 8), aur HUTAT THAM (3R attack JHA gl oY al
B ST SRR TS |

e Risk a?rqfr g WH BT TTHIT GHT %— Eﬁm organizations "risk
D1 zero HAT" g1, dfcth "risk P acceptable level db HH HIAT" A&
@ gl

Risk Management Process

1. Risk Identification — Ig Udl T b fh1-fdb assets (data, systems)

B PIH-DH I threats 3R vulnerabilities T WaRT g

2. Risk Assessment — &Y identified risk CARIEN RG] (severity) aur Z‘iﬁ Pl
TUTGAT (likelihood) BT measure BT, Al UdT Il fob B T risk T
HRTTIHR 81
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3. Risk Prioritization — T risks &1 3! THRAT & according Y& &I,
difds I 9 risks TR Ugdl &I fGa1 ST b |

4. Risk Mitigation — a1 dl threat 1 HH BT (O firewall T, T
vulnerability Ca patch/fix P, aifb risk HH _E.Pf U |

5. Monitoring aur Review — JHI-JHY TR Jg check HId gl & U
threats/vulnerabilities a &l 31T, aur mitigation measures 3t oft
effective g a1 7Tal|

Risk Management Process

Monitoring

Mitigation

g UP continuous cycle %*Reviewa?aﬁfﬁ?{aqq risks \denhfyﬁc_qaﬁ%

e 2.3 — Risk Management Ud 5-step continuous cycle %’ S
Identification ¥ Y BB Monitoring T ST &, TR GIERT G IeRm ST
&l

Features

o Risk BHM Threat aur Vulnerability, € &1 AT WR ARk #=ar 8
— GFIH A T I ger < d risk HI! HH B Sl 8

o 3ICIT-3{CRT assets BT risk level ST BIdT & — oI fob !
company Pl customer database, JID! office DI photocopy
machine ¥ &gl STGT high-risk asset BT gl

o Risk P it 'J-ﬁwﬂ?_s' zero g} [ AT ST g, Rib Te acceptable
level de &H fordT ST Tohdl 8 (Y Residual Risk H8T ST 8) |
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Example: 3R fat server ﬁ@ known vulnerability % (outdated
software) aur hackers 39 target dX Q% % (threat), I 39 server & hack
B &1 risk I8 TGI8 1 39 risk P HH B & 17T company ATl
software &I update (patch) dX ol % (vulnerability & H $I), T
server @1 firewall & Y& IGHR hackers 1 q’g\’lﬂ Tferd B Tt §

(threat ©H HN) |

2.4 Active Attacks

Active Attack 8 attack g foTIH attacker data @I system Gal directly
modify, alter, a1 JHIT UgdH B B HRT ¢ | 3 attack & GRM
system P1 normal working qHIad @?ﬁ% Eﬂﬁlﬁ 3@ detect Pl

3UefTHd S 8l g

Masquerade Attacker a &I PIs authorized
user fa@IHY system access B
&1 BRI BT &

Replay Ugdl W9l 77T valid data &1 capture
Hh, I 91 H GIIRT HSThY
unauthorized access U @1 DI
DAl

Modification of Message Data @ transmission & GRM §Gd
&I, dlfdh receiver 1 TTed SIFBRI
K]
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Denial of Service (DoS) System T server CAEGE requests
I R &1 fb 98 normal users &
7T BT HAT &G PR &

(a) Masquerade

SUH attacker 3UAT et identity IELICE Yo &1 fardl authorized user T
system ®1 AR U BT 8, dlfd 98 unauthorized access U1 b | T8 attack
SIRIY 3 JHY R BIdT § 99 attacker fhaft aRE faeit legitimate user &
credentials %RT@T‘IT% aur ﬁ'T{B%T credentials WE’@THFI PIH system A
‘C:NHT% difds I 3T user B THS WY |

(b) Replay Attack

S9Y attacker network TR U] ST ¥g fab ! valid data packet (@Iﬁ login
request) CICICR:| capture Wﬁ?ﬂ% aur 39 916 H hu-b-hu TITRT U7 ¢l
g, dlfs a8 W authenticate B ST — Y BT attacker BT 3R password Udl
9 81l U8 attack 99 SRR Il § O1d system Ug check g1 &l fa request

T T IR eI T

(c) Modification of Message

391 attacker f&dl data BT transmission & aRAE g | Uh gh 3BT
content B! 9&d <dl 8, aur R I/ modified Y T 3 U T 8, o
receiver ®1 T STH®R] el 81 T8 attack data 1 Integrity (GEI) Gl

Y THUH g g

(d) Denial of Service (DoS)

SIH attacker fBE server TT network &1 Za-! Jo! IS T fake requests Ul
a1 g f5 98 I handle 8! @R U, aur normal, genuine users & fow sm
BT I B dl g1 TS T attack T 1Y s THT-3MTHT computers J fwa
\_SITFIT%, ?ﬁ'&'@[ Distributed Denial of Service (DDoS) WGHHT%, S aur it

FIFEUESEURI IR
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Example: DDoS attack T attacker T3l website & server @1 3ol
traffic YoTdl % fb 9% crash 81 ST % — g Udh active attack %I

2.5 Passive Attacks

Passive Attack 38 attack & foTH attacker % data @1 secretly
observe T sniff HRT g, f9H1 I modify 1 JHIH UgaW | Ifh data A

Pls dadd ol aIdl, TUCTE T detect BT 9gd GRHd gidl g

Eavesdropping (Release of Attacker network I ek 38 data
Message Content) Gl secretlytl?,f@?ﬂ%, aﬁiﬁﬁ
unencrypted email el

Traffic Analysis Attacker actual data tl% ICEIN]
network traffic & pattern (bd,

f T data, fbad &) BT analyze

PYb THBRI FbTed &

(a) Eavesdropping (Release of Message Content)
SUH attacker network ¥ BISES g data &1 o1 fob it &1 9@ secretly Ug S|l
g — oy Pls unencrypted email I message CAICE:| capture CECY UeHIl

3R data encrypted 81, dl attacker T I @ content Ug b dl g,
forad passwords aur 3 sensitive information 1t =N 81 T g

(b) Traffic Analysis

Eﬂ'ﬁf attacker actual data (content) ﬁtl?{ ERRCIG SR s dg
encrypted %) e fthR ot network traffic & pattern Gl analyze DD B!
$© THBR HHIA Odl § — o $a, e o, fdsat e
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communication %P[TE!T%I 5"14@ 4t sensitive STHHR (@I@ cb\l'-:: important
meeting B! 381 ) SIS TS ST bl 8, U & actual message &1 Udl 7 811

Example: fat public WiFi U attacker packet sniffing tool 3 form faret
®! Udl I, TR BT data UG Adl § — TE U passive attack gl

2.6 Active vs Passive Attacks — Comparison

Active vs Passive Attack

Active Attack Passive Attack

Data @1 modify H3dT § % Observe BT §

Detect BT THT Detect BT RHd
S DoS, Replay S Eavesdropping

fo 2.2 — Active Attack data @1 Gl & aur JH A UgdId 6, SIS
Passive Attack Rt JUdIY data gRIdl/observe HAT &

_ Active Attack Passive Attack

Data UX 3R Data &l Data &1 Rtk
modify/damage ®Xdl  Uedl/observe dhdl g,
? ECRLIEE]

Detection T ¥ detect &1 Detect dRATdgd
ST & (system &1 qR&Hd gl &
S UdeR)

Focus Prevention RI&-N) TR Detection (U8

focuséﬁ?ﬂ% WM focus ‘@?ﬂ%
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Examples DoS, Replay, Eavesdropping, Traffic

Masquerade Analysis
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3. Security Features of Operating Systems

Operating System (OS) X B T8 core software & Sl hardware aur
user & §19 bridge 1 HTH HRl g, STCIT SHD! security Tgd Tl
Bt 81 OS H3 built-in security features &dl 8 — Authentication, Logs,

Audit Features, File System Protection, aur User Privileges|

3.1 Authentication

Operating System H Authentication 8 secu rity feature SR verify
BT & P system Bl access HRA AT Hifdd s dgl § Sl 98 GTal B
TET 8, 39D §1C &1 I login TR 1 A e 81

Working / Steps
1. User 3{U-T identity claim (a@ username) enter W%I

2. User Ud credential (@I@ password, fingerprint, Il OTP) provide H B,
\_rﬁ‘CI_s' prove N fb dg OIIOb'if a_6°[ HAfad %I

3. System entered credential DI 3T stored (encrypted) database P! value
¥ match/verify &l 51

4. 3R credential g [, @l user ®1 access grant dX & ST § aur T
session = Il 81

5. 3R credential 7T g, I access deny & f&gT ST 8, aur IR-R T
attempts 8 W account &I temporarily lock } foam <1 g 31
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Authentication — Working Flow

Match — Access Granted

User Enters System Verifies
Credentials (Match with Database)

No Match — Access Denied

3 3.1 — Authentication H entered credentials 1 stored database I
match @%b access grant/deny ERIISIE

Password-based Authentication User Udh secret password enter
HIAT 8 S g I system T set
o T B @

Biometric Authentication Fingerprint, face recognition, 4l

retina scan St physical
characteristics ¥ identity verify il

St 8

Token-based Authentication Smart card 4T security token &
through authentication 31 SITdl

d

Multi-Factor Authentication (MFA) ﬁmwaﬁﬁ (aﬁ password +
OTP) ! fAA®R authentication
fora ST 8, ORI secu rity 3R
I BId §
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Features:

e Unauthorized users &1 system access H Y AHd 5l

o T user BT 3T account BIAT 2, oI activities BT track HAT A

8 ST |

e Failed login attempts 1 limit {41 ST AT 8, dIfd brute-force
attacks ¥ T ST b |

e Session timeout S features 30 3T user HI logout FRAd G,
3[R 98 &d ¥HY T inactive 35|

Advantages Disadvantages
e System @I unauthorized e Password Hd S W access
access@ﬁ?f\&lﬁmél # fegdd g gt g
e Multi-factor authentication e Weak passwords use P W
@security ﬁ?ﬂﬁ’{dfﬂ?ﬁ%l securitqugﬁ'l?ﬁél
3.2 Logs

Logs dg records gd g operating system automatically generate
CEGIAASEL system ﬁ@’sﬂ Ut important activities GEl login, file
access, errors) DI detail @Tﬂ%l

Working / Steps (Logs ﬁ Generate 's'ﬁ %')
1. System ﬁﬁ'ﬁﬁ event Eﬁ?ﬂ% (@@ﬁ'ﬁﬁ user login XdlI % gl cr;li"; file access
gl )|

2. OS dTlogging mechanism 39 event Gal automatically capture ®3 o

gl
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3. Event @1 details (Eﬁ:f hd, HI, 5 result & 1Y) ﬁ(f&? timestamp &
Y log file H record/store TR U1 A1 B

4. 9% logs Ud centralized location (@@ Windows H Event Viewer) ﬁ%ﬁ"[
@?ﬂ%ﬁ% ?‘ﬂﬁ?WffG% review fdT &1 I |

System Logs OS ! internal activities record
HA B, oY startup, shutdown,

hardware errors

Security Logs Login attempts, authentication
failures, aur access control ¥ @3 |
events record B34 8

Application Logs foat specific software/application

T related events record W%

Features:
o Logs ®! H&S ¥ I8 Udl Il g [ system H %a, forem, a1 foa|

e Security incident BN logs check HIP Tl AT o Jbll 8 fb
T g3AT UT|

* Logs troubleshooting H 1t dag HRd €, 9 system T I3 error 3
pEG

. _

Example: Windows T Event Viewer tool ot system, security aur
application logs faarar 8, foRI™ administrator I8 track B Tl @ fob
system H &T-T g1
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3.3 Audit Features

Auditing T Ut process % fore system P activities Dl
systematically review aur analyze f3ar ST ©, 1fdb I8 check fpam
T & T4t security policies T8t ¥ follow B 36! & AT g |

Process

1.¥Iﬁﬁq€?fq—s’decide WW%%@F{eventsaﬁauditW%@@

login attempts, file access)|
2. System 3 events G| logs collect &l gdl gl
3. Administrator 9T auditor 3 logs G| periodically review dl gl

4. AR DS suspicious activity e 8, @ ST W 3mY investigation EA RSNl
g

Features:

° WWWﬁWW%%W, &hd, Cack|l resource access
foar|

e Compliance requirements ﬁUST B3 § Heg S 5l

e Unauthorized access attempts aur policy violations El'ﬁtlﬁﬁff

useful @Fﬂ%l

Example: fopat bank employees fop=-f customer accounts @I
access WQ%% 3@ audit PIH g ensure GRS %ﬁ? qﬂ{ ph}
employee fHT1 aorg fBeit account BT details 1 ¢l

3.4 File System Protection
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File System Protection dg security feature 8 S files aur folders 1
unauthorized access, modification, Il deletion 3 Gﬁl'IT'IT%r arfe Ryt
authorized users 33[ B% access B b |

Working / Steps
1. & file/folder 79 TR 3BT UPh owner 9T TIdT & (IMTHIR TR foraw 39
TR |

2. Owner (AT administrator) 3¥ file UX 3l T- 3¢ users/groups & ﬁ«m
permissions set Xdl % — Read, Write, T Executel

3. 9d HI BIS user I file B access HIA B HIRI Bl 5, OS T Ugel
T8 check T8 [ I user H1 3T specific permission (@Iﬁ write) Bl

3fHfd § a1 el

4. 3R permission ﬁq‘c: g, @l operation (Tgl/Saa) BH GaT AT 6; SR
e, dl "Access Denied" error f&ar &t STt %I

File Permissions — Example

report.docx

Owner Group Others
Read, Write, Execute Read, Write Read Only

332 — gX file UX Owner, Group, aur Others & ﬁﬂl STA-3 T
permissions (Read/Write/Execute) set %QIGTW%I
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Permissions (Read, Write, Execute)  &X file/folder UR Ig set foaT Srdn %
& P 3IY read, write, Il execute
P Ihdl 8

Access Control List (ACL) g detailed list Eﬁ?ﬁ % 5| EI—CITE?[%
& PH specific users gl groups
D! fh Y file W HH permission g

Encryption Files &I encrypt HRPb [T M1 B,
s 91 &t key & DI T 3% Tg
7 Fb

Features:

e Data ®! accidental 3T intentional THAM ¥ §ATdl 8|

o 3[QI-3TAT users P -3 level BT access permissions I
il 5|

e Sensitive files B unauthorized AT &1 Ugd I g 3G 5

Example: Windows T fob T folder TR right-click CRCY "Properties —
Security" T STHR T8 set fam I Ghdl § {6 S A user I8 RGP read
PR DT § aur HH I edit 1 HR bl gl

3.5 User Privileges

User Privileges 8 rights (3fI®R) gld & ol fhalt user &I system H faQ
Gl'l?f% g decide FH B ﬁﬂl & dg user PHH-BH T resources bl
access WW%I
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User Privileges — Hierarchy

Full Control

Administrator

Limited Access

n e

fo 3.3 — FId SR &1 RB WY, I T privileges et § —
Administrator & UM J&Y Wl control Eﬂ?ﬂ %I

Administrator (Root/Superuser) 113 system UR full control a?ﬂ % —
software install dI, settings

dqcldl, users manage Xl

Standard User Limited privileges Brit § — 37Tl
files access ®X Tl g, Al
system-wide settings I8l §qd
Hhdl

Guest User a4 HH privileges@?ﬁ%—m
basic tasks B bl §

Principle of Least Privilege: B user &I Rb I & privileges SIS
WW@WWW%WW%—MWW user
DT account compromise W} B ST, oY attacker ! Hiffd RG] Bl q‘é"a'[
qraT|
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Example: fobit company H & normal employee R 3=
department ¥ software use B Gl 8, A IT administrator ﬁug

network I manage B DI privilege g
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4. Anti-Virus Software

Anti-Virus Software T T program g ol computer system | ﬁq’t{
viruses, malware, worms, trojans S harmful software @Y detect ®Rdl
8, 3% block HRATE, aur SRR UeH R system T remove W AR AT B

4.1 Types of Detection

Signature-based Detection U8d ¥ known viruses & unique

"signatures” (patterns) CAl

database ¥ match &b B%
UgaMd §

Heuristic-based Detection Files &% behavior aur structure I
analyze HP Tg Udl AT § fob
H e ﬁ'sc 4T, unknown virus _6Pf
REDIN

Cloud-based Detection Cloud IR f’llﬁﬁ S9! database T
JUINT HP real-time T 7T threats

CARREIRGIE

Behavior-based Detection fdbat program & run gH & SRM
IAD! suspicious activities Gl
monitor W%

4.2 Working Process
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Anti-Virus — Working Process

Compare with
Scan Files Quarantine Delete/Clean Update DB

Signatures

o1 4.1 — Anti-virus T84 files P scan BT g, signatures | compare
W% infected files &1 quarantine/delete W% aur regularly 3O
database update P dlXgdl gl

7777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777

Features:

e Real-time protection ar s, gt T3 files BT download/open CRG|
scan X Al 5|

e Scheduled scans set fT ST & d €, difds R system periodically
check BIdT 3G |

¢ Firewall aur email scanning S additional security features W R
Y T 31 B

e Automatic updates & through ¢, B &l ¥ discover gy viruses |
&R Ht database H St X84 81

___________________________________________________________________________________________________________________
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Advantages

e System I viruses aur

malware @W&HW%I

Real-time monitoring |

threats aﬁﬂﬂﬂ@ﬁ@q@a
B A gl

Infected files I
automatically detect PID

quarantine HR ol 8, oo
manual effort 8 AT 5

Regular scans @W fau
gU malware cakh| G%%Q
geTdT ofl 9 dl g

Disadvantages

System & resources (RAM,
CPU) UIST TGT use BT 8,
fora system slow a‘rw

gl
3R virus definitions update

Cl Epf ar U (latest) viruses A
detect a1 X U

FHH-BHUT genuine, safe files

1 HY T I virus BSEEN o
% (false positive) |

@ RE free antivirus tools &
advanced protection

features (@1@ ransomware

protection) &1 HH! Bl Feblt
&

Example: Windows Defender, Quick Heal, aur Norton S anti-virus
software 3T AR TR personal computers aur laptops ¥ g fbu
W4 8, A internet ¥ download @1 T8 files IT email attachments o
31 a1 viruses I §1d B b |
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